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Abstract

This paper is a continuation of the work initiated in [2] by M. Luby and
C. Rackoff on Feistel schemes used as pseudorandom permutation generators.
The aim of this paper is to study the qualitative improvements of “strong pseu-
dorandomness” of the Luby-Rackoff construction when the number of rounds
increase. We prove that for 6 rounds (or more), the success probability of the

distinguisher is reduced from 0(72”2) (for 3 or 4 rounds) to at most O (;’;4 + 5’%2)
(Here m denotes the number of cleartext or ciphertext queries obtained by the
enemy in a dynamic way, and 2n denotes the number of bits of the cleartexts

and ciphertexts).

Note: This paper is the extended version of the paper “About Feistel Schemes
with Six (or more) Rounds” published at FSE’98, except that all the results about
homogenous generator are now in an another specific paper (called “Homogenous
Permutations. Random Feistel schemes are never homogenous”).

1 Introduction

In their famous paper [2], M. Luby and C. Rackoff provided a construction of pseu-
dorandom permutations and strong pseudorandom permutations. (“Strong pseudo-
random permutations” are also called “super pseudorandom permutations”: here
the distinguisher can access the permutation and the inverse permutation at points
of its choice.) The basic building block of the Luby-Rackoff construction (L-R con-
struction) is the so called Feistel permutation based on a pseudorandom function
defined by the key. Their construction consists of four rounds of Feistel scheme
(for strong pseudorandom permutations) or three rounds of Feistel permutations
(for pseudorandom permutations). Each round involves an application of a different
pseudorandom function. This L-R construction is very attractive for various reasons:
it is elegant, the proof does not involve any unproven hypothesis, almost all (secret
key) block ciphers in use today are based on Feistel schemes, and the number of
rounds is very small (so that their result may suggest ways of designing faster block
ciphers).

The L-R construction inspired a considerable amount of research. One direction
of research was to improve the security bound obtained in the “main lemma” of [2] p.
381, i.e. to decrease the success probability of the distinguisher. It was noticed (in
[1] and [7]) that in a L-R construction with 3 or 4 rounds, the security bound given in
[2] was almost optimal. It was conjectured that for more rounds, this security could
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be greatly improved ([7], [10]). However, the analysis of these schemes appears to
be very technical and difficult, so that some transformations in the L-R construction
were suggested, in order to simplify the proofs ([1], [3], [4], [10]). However, by doing
this, we lose the simplicity of the original L-R construction.

In this paper, we study again this original L-R construction. In [9], it was shown
that the success probability of the distinguisher is reduced from O(g”—f) for 3 or 4
rounds of a L-R construction, to at most O(;’;—i) for 5 rounds (pseudorandom permu-
tations) or 6 rounds (strong pseudorandom permutations) of a L-R construction. (In
these expressions, m denotes the number of cleartext or ciphertext queries obtained
by the enemy, and 2n denotes the number of bits of the cleartexts and ciphertexts).

In this paper, we further improve this result: we show that, for 6 rounds (or
more), the success probability of the distinguisher is at most O(;’;—i + gg—i) More-
over, we know that a powerful distinguisher is always able to distinguish a L-R
construction from a random permutation when m > 2" (as noticed in [1], [3], [7]).

2 Notations
(These notations are similar to those of [3], [9] and [10].)

e I, denotes the set of all n-bit strings, I,, = {0,1}".

e [, denotes the set of all functions from I,, to I,,, and B,, denotes the set of all
such permutations (B,, C F,).

e Let x and y be two bit strings of equal length, then @y denotes their bit-by-bit
exclusive-or.

e For any f, g € F),, f o g denotes their composition.

e For a, b € I, [a,b] is the string of length 2n of I3, which is the concatenation

of a and b.
e Let f; be a function of F;,. Let L, R, S and T be elements of I,,. Then by
definition:
S=R
U(f1)[L,R] =[S, T] { and
T =L fi(R).

e Let f1, fo, ..., fr be k functions of F,,. Then by definition:

UF(f1, e fo) = U(f) 0 ... 0 W(f2) 0 W(f1).

(When fi, ..., fx are randomly chosen in F,, ¥* is the L-R construction with
k rounds.)

e We assume that the definitions of permutation generators, distinguishing cir-
cuits, normal and inverse oracle gates are known. These definitions can be
found in [2] or [3] for example.

e Let ¢ be a distinguishing circuit. We will denote by ¢(F) its output (1 or 0)
when its oracle gates are given the values of a function F.
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3  Our new theorem for ¥U% and related work

In [2], M. Luby and C. Rackoff demonstrated how to construct a pseudorandom
permutation generator from a pseudorandom function generator. Their generator
was mainly based on the following theorem (called “main lemma” in [2] p. 381):

Theorem 3.1 (M. Luby and C. Rackoff, [2]) Let ¢ be a distinguishing circuit
with m oracle gates such that its oracle gates are given the values of a function F
from Iay to Is,. Let Py be the probability that ¢(F) = 1 when fi, fa, f3 are three
independent functions randomly chosen in F,, and F = W3(f1, fa, f3). Let Py be the
probability that ¢(F) = 1 when F is a function randomly chosen in F,. Then for
all distinguishing circuits ¢:

PP <
i.e. the security (against chosen cleartext attacks) is guaranteed until m = O(2%).

Remark: It was shown in [7] that this security bound is tight: there is a way to
distinguish W3 from a random permutation with about v/2" chosen messages (chosen
cleartext).

In [2], M. Luby and C. Rackoff also mentioned that it was possible to construct
a strong pseudorandom permutation generator from a pseudorandom function gen-
erator. (“Strong pseudorandom” is also called “super pseudorandom”). They did
not published their proof, but in 1990, I published a proof of this result. The result
is based on the following theorem:

Theorem 3.2 (M. Luby and C. Rackoff, a proof is given in [6]) Let ¢ be a
super distinguishing circuit with m oracle gates (a super distinguishing circuit can
have normal or inverse oracle gates). Let Py be the probability that ¢(F) =1 when
fi, fo, fs, fa are four independent functions randomly chosen in F,, and F =
U4(f1, fa, f3, f1). Let P;* be the probability that ¢(F) = 1 when F is a permutation
randomly chosen in Bs,. Then:

2
m
|P1—P1**’§277

i.e. the security (against chosen cleartext and chosen ciphertext attacks) is guaran-
teed until m = O(2"/2).

Remark: It was shown in [7] that this security bound is tight: there is a way to
distinguish ¥# from a random permutation with about /2" chosen messages (chosen
cleartext or chosen ciphertext).

In [9], we proved the following theorem:
Theorem 3.3 (J. Patarin, [9]) Let ¢ be a super distinguishing circuit with m or-

acle gates (a super distinguishing circuit can have normal or inverse oracle gates).
Let Py be the probability that ¢(F) = 1 when f1, fa, f3, fa, f5, f¢ are siz independent



functions randomly chosen in F,, and F = WO(f1, fo, f3, f1, f5, fo6). Let P;* be the
probability that ¢(F') = 1 when F is a permutation randomly chosen in Ba,. Then:

9,,3

5
PP < 25

ie. the security is guaranteed until m = (’)(2%).

Moreover, in [7] p. 310, we presented the following conjecture:

Conjecture (J. Patarin, [7]): For V5, or perhaps W% or U7, and for any dis-

tinguishing circuit with m oracle gates, |Py — Py| < 29 (the number 30 is just an
example).

As far as we know, nobody has yet proved this conjecture (if the conjecture is
true, then the security is guaranteed until m = O(2")). As mentioned in [1] and [3],
the technical problems in analysing L-R construction with improved bounds seem
to be very difficult (moreover, our conjecture may be wrong...). However, this part
I makes a significant advance in the direction of this conjecture:

Theorem 3.4 (J. Patarin, in the present conference FSE’98) Using the same
notations as in theorem 8.2:

el ATMA 1Tm?
P PSS

i.e. the security is guaranteed until m = (’)(2%).

To prove this theorem 3.4, we first prove this “H result”:

“H result”: Let [L;, R;], 1 < i < m, be m distinct elements of I, (“distinct”
means that if i # j, then Ly # L; or R; # R;). Let [S;,T;], 1 < i < m, be also m
distinct elements of Ia,. Then the number H of 6-uples of functions (fi, ..., fs) of
FS such that:

Vi, 1<i<m,US(f1, .., fo)[Li, Rs] = [Si, T}]

satisfies:

H Z 22nm

|, | ) 47m*  16m?
( B 23n B 22n>

Proof of the “H result”: The proof of the “H result” is given in the appendix.

Proof of theorem 3.4: The proof of theorem 3.4 is a direct consequence of the
“basic result” and the general theorems of the proof techniques given in [6] or [8] or

[9].

Remark: It can be noticed that — to prove theorem 3.4 — we just need a general
minoration of H (such as in the “basic result”) and we do not need both a general
minoration and majoration of H. This is particularly important since, as we will see

. . . . . £, |6
in section 77, no general majoration of H exists near the value ‘22’,;|ﬂ.
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4 Beyond (’)(;”Ti + o)
4.1 The problem

The next step in the direction of my conjecture of [7] would be to have a proof in
O(;Z—i + ;”Ti) instead of O(;"Ti + g;—i) Then, we will have to handle the fact that three
exceptional equations in X, P, Q or Y can occur between four given indices, and this
creates problems in the proof. Typically, when we define A, from P; = P, we might
want to modify a value Q; or @, but 7 and () might both create exceptional
equations. So the way to improve our proof is not obvious: it is not clear yet if the
proof can be improved in (’)(g’}—z + 2mTi) or not. However, we will below give some

hints that may lead to an improved result.

4.2 First example of possible improvement: with a new A.

New definition of A
In an extended definition of A (to improve the theorem) we can think about two
strategies:

1. Now no equalities in P will create an equality in (), and no equalities in ) will
create an equality in P.

2. Or if we assume that no previously used equalities will be lost, but if we accept
that an equality in @ (or Q*, Q') can create an equality in P (or P*, P’), we
can maybe proceed like this.

The X', Y’ and P* are defined as before.

The values Q' defined before will now be denoted by Q*.

The values P’ are defined as before.

Finally, the new values Q" will be defined such that if P/ = Pj and i < j
and P/ # P}, and Va < i, P] # P,, Q; = Q; ® X] ® Xj. (We do not give
a complete definition of A since in this section we just want to show an idea of
possible improvement).

We have: R — X', S = Y/, X/ — P* (P%Y') — Q% (Q*,X') — P’ and
P’ — @', where “A — B” denotes the fact that the values B are defined from the
values A.

Now, the new last Dchain(i) will be defined as the set of all indices 7, 1 < j < m,
such that it is possible to go from i to j by a chain of equalities in X', Q*, P’ or Y”.

Here again, one of the key parts of the proof will be to prove that from a given
(P, P}, P, Q;,Q}, Q},), there are at most 2" possible values (P;, Pj, Py, Qi, Qj, Qk)
such that A transforms the Q; values into @} values and the P; values into P values,
and where t is the number of equalities in P’ and Q.

Example Q) J
) k<i<j
k
Let assume that 4, j, k are three indices, k < i < j, such that (Q; = Q) and
(P} = P)) are the only two equalities in X', Y/, P/, @', linked with 4, j and k.
How many possible values do we have for (P, P;, Pj, Qk, Qi, Qj) ?
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Case 1: We had P/ = P}. So this created Q; = Q; ® X; @ Xj, but we had:
Qi® X[ DX}, = Qj (soit created Q; = Q}). Then Q; = Q) created P} = P/oY; @Y.

This gives at most 1-1-(2" —pu+1)-1-2"-1 = 22" — . 2" 4 2" possibilities
for (P, P;, Pj, Qk, Qi, Q;), where p is the number of values Py, A # j.

Case 2: We had P # P}. So to create P/ = P/, since ¢ < j, we must have
QF =Qj (s0Q;=Qj),and IN, 1 <A <m, A #j, Pi*GBYi’EBY}':P;\‘.
Then { P/ =PraoY/@Y] and this value was Py
PJ( =P
Then @}, has been modified in Q.
This gives at most 1-p-1-2"-1-1 = p2"™ possibilities for (P, P, Pj, Qg, Qi, Q;)-

So, by combining the two cases, we see that we have at most 227(1 + 2%) possi-
bilities.
This kind of tricks can probably be generalized in order to have a proof in

O(;Z—i + ;’é—i) Moreover, it may be possible to further generalize the proof in order

to obtain a proof in O(% + ;%21) for all k. However, we will have to write a lot of

technical details before being sure if these generalizations work or not.

4.3 Second example of possible improvement: the “framework and
H >” technique.

We will call a “framework” any set F of equalities, such that for each equality of F
there are two integers i and j, 1# 7, 1 <i <m, 1 < j < m, such that this equality
is either X; = X or ¥; =Y}, or P; = P}, or Q; = Q.

Let Hr = ¥ on(z+y+ptq+r+s)
(X,Y,P,Q)
satisfying (C) and F

Let E be a subset of the set of all (X,Y, P, Q).
Let Jrng = the number of (X,Y, P,Q) € F satisfying F.
If for all £ € IN* (or for k > 4) we can define a set E such that:

L |E| > 2m(1 — o))

2. VF, Hr > Jrp(l— o))

then we will improve the results of WS,

Proof: We know (cf. [9] p. 145 or [8] p.134) that the exact value of H is:

6
H = Z EA . gn(r+s+a+y+p+q)
(X,Y,P,Q) 2 e
satisfying (c)
Therefore
- ’7:26mn'

all frameworks F

Therefore from 2.

k+1 |F ‘6
m n
H z Z J]—'OE <1 B 0( onk )> 926mn
all frameworks F
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|Fnl®
926mn :

k+1
H> (1 - O(Tr;nk )) Z (Number of (X,Y, P, Q) that satisfy F)

all frameworks JF

mk+1 |Fn|6
HZ (1_0( 2nk’ ) ’ ‘E‘ ' 96mn

Finally using 1. we obtain the desired result:
2
| Fn‘G mk+1
HZ 926mn 1_0( onk ) :

The proof technique will consist in finding such £ for “most” of the inputs/outputs,
and then by adding one or two rounds at the beginning and one or two rounds at
the end by showing that we will obtain a general result.

This strategy of proof seems to be more simple and efficient than the strategy
with a function A that we have used in this paper. So I will study this new strategy
in future works.

5 Conclusion

In order to improve the proved security bounds of pseudorandom permutations or
pseudorandom functions, various authors have suggested new designs for the permu-
tation generators ([1], [3], [4], [10]). This comes from the fact that proofs are much
easier to obtain in these modified schemes than in the original L-R construction.

However, in [1] and [4], the functions with improved security bounds are no
longer bijections, and in [3] and [10], the design of the permutations if sensibly
less simple, compared to the L-R construction. Should we conclude that these new
constructions really have better security properties than the L-R construction ?
Should we therefore develop new, fast, and secure encryption schemes based on
these new constructions ? Or is it only a “technical problem”, and is the L-R
construction in fact as secure as these constructions, but with more difficult proofs 7
(This question has been completely answered only in 2004/2005 and is given in the
paper “Security of Random Feistel Schemes with 5 or more Rounds”). However, we
have seen in this paper that the security properties of the L-R construction with six
(or more) rounds are in fact better than what was proved before about them.
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Appendix: Proof of the “H result” for ¥%: H > '2525 (1 — 4;§Z4

I. Definition of (C)
Let [X;, P;] and [Q;, Y], 1 < i < m, be the values such that:
V2(f1, fo)[Li, Ri] = [Xi, P
and
V(1 f2, f3, Ja)[Li, Ri] = [Q1, Y]
(i.e. [L;, R;] are the inputs, [X;, P;| are the values after two rounds, [Q;,Y;] are the

values after four rounds, and [S;, T;] are the output values after six rounds).
We denote by (C) the following set of equations:

RjiXZ@Ll:XJ@L]
i =Y, 0T, =Y, 0T}
:ijﬂ@Ri:f)j@Rj
Y=Y, =Qi®S=Q;®S;
Pi=P=Xi®Qi=X;00Q;
Qi=Q;=PoY,=PaY;

Then, from [9], p. 145 or [8], p. 134, we know that the exact value for H is:

R;
Si
X.
(C) Vi, j, 1<i<m, 1<j<m, i#j, ’

6
H— Z & . 2n(r+s+x+y+p+q)
926mn ?
(X,Y,P,Q) satisfying (C)
where:

e 7 is the number of independent equations R; = R;, i # j,

e s is the number of independent equations S; = S;, © # j,

x is the number of independent equations X; = X;, i # 7,

y is the number of independent equations Y; =Y}, i # j,

p is the number of independent equations P; = P;, i # 7,

and ¢ is the number of independent equations Q; = @), ¢ # j.

Remark: When m is small compared to 2”2, and when the equalities in the R;
and S; variables do not have special “patterns”, then it is possible to prove that the

dominant terms in the value of H above correspond to x+ =y = p = ¢ = 0. Then
24nm

the number of (X,Y, P, Q) satisfying (C) is about FnTs7+ SO that:
P L LY Y
T on(r+s) 96nm — 922nm’

as expected.

However, we will see in section 7?7 that, when the equalities in R; and S; have
special “patterns” (even for small values of m), then the value of H can be much
larger than that (but never much smaller, as shown by the basic result).

Moreover, when m is not small compared to 272, then the dominant terms in
the value of H no longer correspond to xt =y =p=¢q=0.

These two facts may explain why the proof of the “basic result” is so difficult.

9
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I1. Plan of the proof

To prove the “basic result”, we proceed as follows: we define two sets £ and D,
E C D C I}, and a function A : D — I} such that the three lemmas below are
satisfied. (D is the subset of I} on which A is defined, and E is the subset of D
where we will proof the three lemmas).

Lemma 1 V(X,Y,P,Q) € E, A(X,Y, P,Q) satisfies all the equations (C).
(A(X,Y, P,Q) will be often denoted by (X', Y', P, Q").)

Lemma 2 (This lemma will be the “heart” of the proof.) V(X' Y’ P Q') e
A(E), the number of (X,Y,P,Q) € E such that A(X, Y, P, Q)= (X", Y', P/, Q)
is < on(rtsta’+y'+p'+d") ypere:

e 7 is the number of independent equations R; = R, i # j,

e s is the number of independent equations S; = S;, i # j,

o o' is the number of independent equations X| = X, i # j,

o y' is the number of independent equations Y, =Y}, i # j,

e p' is the number of independent equations P} = P}, i # j,

e ¢ is the number of independent equations Q; = Q}, i # j
Lemma 3

A7m* 16m2)

4
B =2 (1= S = ).

Then the “basic result” is just a consequence of these three lemmas, as follows.
As we said in section 77,

6
H = Z | £l gn(r+s+a+y+p+q)
s .
(X,Y,P,Q) satistying (C) "
Thus, from lemma 1:
’F/n/|6 ! ! / !
H> Z : on(r+s+a’+y'+p'+q')
- mn
Therefore, from lemma 2:
F 6
nx Y By pQen AXY.PQ = (XY PQ)
ie. B |6
E|.|F,
H = 26nm -

Finally, from lemma 3:

|F, |6 (1 _4Tmt 16m2>’

H = 23n 22n

— 22nm

as claimed.

We will now below define A and prove lemma 1, lemma 2 and lemma 3.

10



ITI. General remarks

Remark 1: Since the proof below is rather long and technical, we suggest the
interested reader to first read the proof of theorem 3.2 given in [6] (about 2 pages),
then to read the proof of theorem 3.3 (this proof, about 7 pages, can be found in
the extended version of [9], available from the author) and then to read the proof of
theorem 3.4 that we will give below (in the present paper, about 20 pages), because
our proof of lemma 1, 2 and 3 below is essentially an improvement of the previous
proofs.

Remark 2:  After the definition of A (i.e. of X', Y’ P’, Q’), the proof is essentially
done in two parts. First, we will analyze what the equalities in X', Y’, P/, ) give
in terms of equalities in X, Y, P, @Q and so what kind of equalities in X', Y’, P/,
Q' can be considered with a negligible probability to occur. This gives what we will
call the “simplification rules”. (This part is essentially “technical”). Then, we will
use these “simplification rules” to prove the three lemmas, and especially lemma 2,
which is the real heart of the proof.

Lemma 2 can be seen as a sort of “moving objects” trick: we must define
(XY P,Q") = A(X,Y, P,Q) for almost all (X,Y,P,Q) in a way such that, for
a given (X', Y’ P, @), there are not too much possible pre-images (X,Y, P, Q).

Remark 3: Figure 1 below shows how we define A (i.e. X', Y’, P/, Q') below. In
a way, our aim can be described as follows: we must transform “most” (X,Y, P, Q)
into a (X', Y, P', Q') that satisfies (C) (and the three lemmas). Roughly speaking,
things can be seen as follows: we must handle the fact that two exceptional equations
in X, P, Q or Y can occur between three or four given indices (because 5’3—2 can be
large). However, the probability that three exceptional equations occur between four
given indices i, j, k, £ is assumed to be negligible (because our aim is to have a proof
in O(;”Ti + ;@L—i) here so ;"Ti can be assumed to be small). (In Luby-Rackoff proof
of theorem 3.1, the probability that one exceptional equation occurs between the
intermediate variables was negligible, but no more here. Similarly, in our previous
proof of theorem 3.2, the probability that two exceptional equations occur between
the intermediate variable was negligible, but no more here.)

Remark 4: At most two exceptional equations in X, P, Q) or Y can occur between
three or four given indices, but the total number of exceptional equations in X, P, @)

or Y can be huge. For example, if m = 2%, then the number of equations X; = Xj,
. .. m2 21A4n
i # j, is expected to be about 5 =

— 20.4n
2" :
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1
X; / 5 - P < | 4 (this point 4 is
particularly important)
31 Qi / Y
1
Si T;

Figure 1: General view of the construction of A.

IV. Definition of A

D is the domain of A (i.e. the set of all (X,Y, P, Q) for which A is defined). E will
be a subset of D.

Definition of X’
Let X = (X1,...,X;n) be an element of IJ*. Similarly, let Y, P, @ be three
elements of I]".
For all i, 1 <7 < m, let:

e i be the smallest integer, 1 < ir <1, such that R; = R;,.
e ig be the smallest integer, 1 <ig <1, such that S; = ;.

Then X’ = (X{,...,X},) is (by definition) the element of I]* such that:

Definition of Y’
Similarly, Y’ = (Y7, ..., Y,)) is by definition the element of I]J* such that:

Vi, 1<i<m, Y/ =Yi; ®T; & T.

)

Note: These definitions of X’ and Y’ are shown with the two arrows numbered
“1” in figure 1.

12



Definition of P*

P* is an intermediate variable that we use before defining P’. (In figure 1, the
definition of P* is shown with the arrow numbered “2”, and the definition of P’,
that we do below, is shown with the arrow numbered “4”).

For all 7, 1 < ¢ < m, let ix be the smallest integer, 1 < ix < ¢, such that
X=X .
Then P* = (Pf, ..., P}) is (by definition) the element of I]* such that:

m

Vi, 1 <i<m, Pz* :Pix @Ri@Rix-
Definition of @’
Q' is now defined by a combined effect of P* and Y’. (This is shown in figure 1

by the arrow numbered “3”). Before this, we need a definition of “Q*-chain” and
“Q*-CyCIG”.

Q@*-chain: Let i be an index, 1 < i < m. Then, by definition, Q*-chain(i) is the
set of all indices j, 1 < j < m, such that it is possible to go from i to 7 by a chain
of equalities of the type (P} = P}) or (Y, = Yj).

We also denote by ming-«(4) the smallest index in Q*-chain(7).

Remark: If we have (P # P) and (Y] # Y/) for all j # i, then ming- (i) = i.

Q*-cycles: Let £ be an even integer, £ > 2. We call Q*-f-cycle a set of £ equations
of the following type:

! /
}/;'1 - }/;2
* __ D%
Pig - ‘F)ig
/ _ /
Y;/z—1 - Y;zz
* __ D%k
‘F)ig - ‘Pil
where i1, 19, ..., iy are £ pairwise distinct indices.

We also call Q*-cycle any Q*-¢-cycle.

If (X,Y, P,Q) are such that a Q*-cycle exists, then @’ and A are not defined (i.e.
(X,Y,P,Q) ¢ D). On the other hand, if no such Q*-cycle exists, then from all the
implications of the following type:

{P§=P§$§A@Q;={(§®Q’g ()
V=Y{=>Q, 08, =085 ()

it is possible to write all the @}, 1 < i < m, from the values QininQ*(i), Y, P*, S
and X'.
Q' is thus defined as follows:

1. Vi, 1 <i<m, Q;an*(i) = Qming- (i)

2. If i # ming- (i), then @} is uniquely defined from equations (*) and (*x), and
from the definition of Q' inge (i) given in 1.
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Definition of g: To simplify the notations, we write: Vi, 1 < i < m, Q) =
Qumings (i) D g(i,5,X"). (Caution: g and ming-«(i) depend on Y’ and P*, and more
precisely on the indices with equalities in Y’ and P*.)

Definition of P’

We now define P’ (this definition of P’ is particularly important, especially case 2
below) by a combined effect of X’ and @', and by keeping the equalities in P* (i.e.
if P = P}, then P/ = P]). Before this, we need a definition of “lastDchain”.

LastDchain: Let i be an index, 1 < i < m. Then, by definition, last Dchain(i)
is the set of all indices j, 1 < j < m, such that it is possible to go from ¢ to j by a
chain of equalities of the type (X, = Xj) or (Q), = Q5) or (P = F}) or (Y, =Yy).

Remark: The name lastDchain(i) comes from the fact that P’ is the last value
to define before finishing the definition of A.

For an integer i, 1 < i < m, P/ is now defined in 8 cases:

Case 1:  There is no equality of the type @/, = Q%, with o and 3 in last Dchain(i)
and a # 3. Then (by definition) P! = P}.

Remark: If i is the only index of last Dchain(i), then we are in a particular case
of this first case, and then P/ = P’ = P,.

Case 2:  There are exactly two elements ¢ and j, ¢ < j, in last Dchain(i), and they
are linked only by the equality Q) = Q; (This second case is particularly sensible:
it is the most difficult case for the proof). Then there are two subcases:

Subcase 1: Vk, 1<k <m, k#j, PFoY Y] # P;.

o P! = P
Then (by definition): P —Pay oy
J i i P

Subcase 2: Jk, 1<k <m, k # 7, H*@K/GB}/}/:P,j.

/ * / /
Then (by definition): { ?, ; ]Jzﬂ* DY DY;

J J
Remark 1: This case 2 was the most difficult case to handle to improve theorem
3.2 in order to obtain theorem 3.4. The problem comes from the fact that Q@ = Q;-
might create an equality P, = Py, and P, = P; might create Q; = @}, and to
prove lemma 2 we must know very precisely what equalities created what. In the
definition given in this case 2, the problem is solved by introducing subcase 1 and

2, i.e. roughly speaking by selecting the subcase that creates the less trouble.
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Remark 2:  Most of the values (X, Y, P, Q) such that A(X,Y, P,Q) = (X", Y', P, Q")
with (P} = P}) and (Q; = Q}), k < i < j, should come from two equations in
(X,Y, P,Q) (Because we want to have Lemma 2 in our proof).

Here, these two equations for “most” of the possible (X, Y, P, Q) have been chosen
to be: (P = Pf) and (X] ® X} © Q; = Q). (Then P = P} will create Q] = Q},
and the, as we will decide in the Case 6, we will create P|, = P} @ Y/ @ Y)).
Therefore most of the (X,Y, P, @) such that (P/ = Pj) and @] = Q) have been
already chosen. In particular, most of the (X,Y, P, @) such that (Q; = Q) and
(P @Y/ @Y = P;) should not have a (P, Q') such that (P] = P} and (Q; = Q},).
This explains why, when (Q; = Qi) and Py @Y/ @Y/ = P]*), we create a special
subcase in the definition of A. Or, to say it in another way, an equality in @’ should
generally not create an equality in P’.

Case 3:  There are exactly four distinct elements i, j, k, £, in lastDchain(i), and
they are linked only by the following three equalities: (Q; = @},) and (X] = X7}) and
(X}, = Xp).

Pi/ =r
PJf = Pj
P, =ProY oY/

Pl=P'aY/®Y/®R,® Ry

Then (by definition), if ¢ < k:

Pl =P}

Py =F;

P =FoY oY

Pl=P oY/ oY ®R ©R;.

and if £ < i:

Case 4: There are exactly three distinct elements 4, j, k in lastDchain(i), and
they are linked only by the following two equalities: (X] = X}) and (Q; = Q},).

=P
Then (by definition): Pl =P;
Fl=FoY/aY]

Case 5: There are exactly three distinct elements 4, j and k in last Dchain(i),
and they are linked only by equalities in Q' (i.e. Q] = Q} = Q}).
Let o = inf(¢, 7, k).

Then (by definition): V3 € {i,5,k}, Py =Py &Y, ®Yj.

Case 6: There are exactly three distinct elements 4, j, k in lastDchain(i), and
they are linked only by the following two equations: (P = P}) and (Q; = Q},).

7

=P
Then (by definition): P = P (= P])
Pl=PraY/ aY].
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Case 7: There are exactly three distinct elements i, j, k in lastDchain(i), and
they are linked only by the two following equations: (Q; = @) and (Y = Y})).

Pi, — PZ*
Then (by definition): P, =Py
Pi=PraoY/ oY)

Case 8: There are exactly four distinct elements i, j, k, £ in lastDchain(i), and
they are linked only by the three following equations: (Q; = Q}) and (Y = Y}) and
Y] =Y)).

Pl =Py

! _ px / /

Then (by definition): { L~ Li @Yi &Y
P, =P}
P} = P;.

If there exists an index 7 that lies in none of these eight cases, then A and P’ are
not defined (i.e. (X,Y,P,Q) ¢ D).

V. The simplification rules

In order to prove more easily lemmas 1, 2 and 3, we introduce more restrictions on
the (X,Y, P, Q) that we consider, i.e. we will define E such that F will contain only
values (X, Y, P, Q) for which the analysis is easier.

For this purpose, we now introduce what we call the “simplification rules”. How-
ever, this must be done with caution: E must still be large enough to prove lemma
3. Roughly speaking, we can assume (by choosing F) that three independent excep-
tional equations in equations in X, P, Q) or Y can never occur between four given
indices. What about equations in X', Y/, P*, Q' or P’ 7 For some equations, we can
assume (by choosing F) that they do not occur: this is the aim of the “simplification
rules”. However, for some special sets of three exceptional equations between four
indices, we cannot assume that they cannot occur, and we will have to study them
carefully.

Example: For example, if i, j, k, £ are four pairwise distinct indices, and if
Ri=Ry, Rj =Ry, Li®L;j® Ly ® Ly =0 (so the index ¢ for example is fixed when

XZ’ = X!
J

i, j, k are given), then the probability that ¢ P; = P; might not be negligible,
X, =X,

because this comes from only two equations over three indices in X, P (and not
three equations over four indices).

Remark: Here a system of three equations (in X’ or P*) on four indices comes
from a system of only two equations but over only three indices. This property
(that a decrease in the number of equations is possible only with an at least similar
decrease in the number of variables) can probably be generalized, and such a gener-

alized property is probably useful for decreasing the O(;”Ti + ;Z—i) term in improved
theorems.
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Properties:  The following properties are always satisfied (proofs are easy). For
all indices i and j such that i # j:

(P1): X/ =X.& {X”R O Li © Lip = Xjn ® Lj ® Ljn
‘ J iR # JR-
(Therefore (R; = R;) and (X] = X}) is impossible if i # j.)

(P2): Y/ =Y & {}./is OO Tis = Yjs ©T; © Tjs
L is # Js-
(Therefore (S; = S;) and (Y{ =Y]) is impossible if i # j.)

(P3): P'=P'< {BX@Ri@RiX = Pjx © R; @ Ry
B iX 7 Jx-
(Therefore (P} = P;) and (X] = X}) is impossible if i # j.)
(P4) : There are no indices i, j, i # j, such that (Q; = Q%) and (Y] =Yj).

(P5) : There are no indices i, j, i # j, such that (Q; = Q}) and (P;" = Pj).
P6) : There are no indices i # j, such that (P! and P! are defined) and (P! = P!) and (Q} = Q",).
7 J ? J ? J
(PT7) : There are no indices i # j, such that (P} and P]( are defined) and (P, = PJ’) and (X! = Xj')

Rules
We accept in E only values (X, Y, P, Q) satisfying all the following rules:

Rule 1: There are no indices i, j, k, £, i # j, i # k, k # £, such that:

X! = X

Pr=Pf or{Y/ =Y/ or PZ* B }’f* or ¢ Y/ = Yj/
Y, =Y P} =P} P by =F.

1,7, k, £ are pairwise distinct
Theorem 5.1 At most égﬁf - 24mn yalues (X,Y, P,Q) do not satisfy rule 1.

(The proof is easy.)

Rule 2: There are no indices i and j, i # j, such that:

X' = X/ Y/ = v/ X' = X/
{ P or{ =Y or{ P
Y/ =V P = P! Q=q.

Theorem 5.2 At most % . m(;';;” - 24mn yalues (X, Y, P,Q) do not satisfy rule 2.

(Easy.)
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Rule 3: There are no pairwise distinct indices i, j, k, £ such that:
(Y/ =Y;) and (P; = P}) and (P = P}).

4

Theorem 5.3 At most 555 24 yalues (X, Y, P,Q) do not satisfy rule 3.

(Easy.)
Theorem 5.4 If (X,Y, P,Q) satisfies rules 1, 2 and 3, then it has no Q*-cycle.

(Easy.)

Rule 4 (called the “Q’ rule”): Let i and j be two indices, i # j. Then:

r_ QminQ*(i) @g(la S, Xl) = QminQ*(j) @g(J? S, X/)
Q=0 {minQ* (i) # ming-(j).
3

Theorem 5.5 At most (S”Tz + o + 2’_75;”) 24 yalues (X,Y, P,Q) do not satisfy
rule 4.

Theorem 5.6 If (X,Y, P, Q) satisfies the previous rules, then, if i, j, k are three
different indices, we have:

QminQ* (3) ® g(’L, S, Xl) - QminQ* () D g(]? S, X/)
Q;:Q;:Q;g@ :QminQ*(k)@g(kvsaX/)
ming-« (i), ming«(j) and ming- (k) are pairwise distinct.
Rule 5:  There are no indices i, j, k, £, i # j, i # k, k # £, such that:
P; = P; Py = P; Y/ =Y/
vyt la=e  ld=o
Theorem 5.7 At most 42%4 24 walues (X,Y, P,Q) do not satisfy rule 5.

Rule 6: There are no indices i, j, k, £, i # j, i # k, k # £, such that:

! v/
p-p (m=P o (X=xp [N
Q=Q; or { X;=X; or { Pr=P or 5l 7k
X} = X} Q= Q; Q= Q "k are

1,7, k are pairwise distinct.

Theorem 5.8 At most 42;%4 24 walues (X,Y, P, Q) do not satisfy rule 6.

Rule 7:  There are no pairwise distinct indices i, j, k, £ such that:

Q; = @y,
by=r

Theorem 5.9 At most 2@% - 24mm yalues (X, Y, P,Q) values satisfy the previous
rules, but not rule 7.
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Rule 8 (called the “2Q’ rule”): If (X,Y, P, Q) satisfies the previous rules, and
Q=0

/ /
Qk = Qz

if 4, §, k, £ are four pairwise distinct indices, then { if and only if one of

the following three cases is satisfied:

QminQ* () D g(iv S, X,) = QminQ* € D g(j7 S, X,)
ming- (i) # minQ*(j)/ ,
(Cl) Ql.ninQ*(k) @9(k7SaX ) = QminQ*(Z) @Q(E, S, X )
ming-« (k) # ming-(£)
[(ming-+ (k) # ming- (i) and ( ming- (k) # ming-(5))]
or [(ming«(¢) # ming-«(7)) and (ming-(¢) # ming-(5))].

Si=S5,
Sk =S¢

(C2) ioT, T, ®Ty =0
Yie @T @ Ty = Yig © Ty @ Ty, is # ks
QminQ*(i) @ g(’L’S? X,) = QminQ*(j) @g(]a S, X/)
ming- (i) # ming-«(j).
Si =Sy
S = S,

(C3) TioT,®T; T, =0

Yie @T, @ Ty = Yy © T} © Ty, is # ks
QminQ*(i) D g(i,S, X/) = QminQ*(j) @g(ja S, X,)
ming-«(7) # ming-(j).

4

Theorem 5.10 At most 555 247 walues (X, Y, P,Q) do not satisfy rule 8.

2

Rule 9: There are no four pairwise distinct indices ¢, j, k, £ such that:

{@z%
X =X} = X}

Theorem 5.11 At most 2@% - 24nm yalues (X,Y, P,Q) satisfy the previous rules,
but not rule 9.

Rule 10: There are no four distinct indices i, j, k, £ such that:

{@—%
Pr=P; =P

Theorem 5.12 At most % - 24nm alues (X,Y, P,Q) satisfy the previous rules,
but not rule 10.

Rule 11:  There are no indices i, j, k, £, i # j, i # k, k # £, such that:

! vt
X=X, (Q=q, (x=x; [5=%
Q=0 or {X/=X} or {¥/=Y] or { %=
=y, =y l@=q 0

1,7,k are pairwise distinct.

Theorem 5.13 At most ‘;@f 240 yalues (X, Y, P, Q) do not satisfy rule 11.
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Qi =Q;
Rule 12: If i, j, k, £ are four pairwise distinct indices, and if { X; = X, then
X! = X]/-
we also have:
R; = Ry, R =Ry
{Rg:Rj or{Rj:Rk
Li@Lj@Lk@LgZO Li@Lj@Lk®Lg:0.

4

Theorem 5.14 At most 555 - 247 yalues (X, Y, P, Q) do not satisfy rule 12.

Rule 13: There are no four pairwise distinct indices i, j, k, £ such that:

{Qk4%=Qz
Y/ =Y,

Theorem 5.15 At most 27'721; 224 yalues (X, Y, P, Q) do not satisfy rule 13.

VI. Proof of the three lemmas with two more rules (G1) and (G2)

For the proof of the three lemmas, we will introduce two more rules, denoted by
(G1) and (G2). (These rules are put apart, because they involve P’, so it look more
time to prove them, since we will look all the different cases in the definition of P’).

(G1):  Forall jo, 1 < jo <m, if P; # P}, then:

Jo?

{V)\o 75 jo, I)J{O 7é Pj\ko (Gla)
VAo # o, Ppy # Ff, (GIb)

Theorem 5.16 At most 9221:
but not rule (G1).

- 24nm walues (X,Y, P, Q) satisfy the previous rules,

(G2): For all defined (X',Y’,P',Q'), there are at most 2*'+¥'+P'+¢) possible
values (X' Y, P,Q) (i.e. at most 2"+ +7'+0) values (X', Y, P,Q) such that a
(X,Y, P,Q) exists such that A(X,Y, P,Q) = (X", Y', P',Q")).

Theorem 5.17 At most (8’2@24 + 52%2) 24nm yalues (X,Y, P, Q) satisfy the previous
rules, but not rule (G2).

Theorem 5.18 If (X,Y, P, Q) satisfies the previous rules, then it also satisfies lemma
1 and lemma 2. Moreover, with our definition of E, |E| satisfies lemma 3.

(This result is easy.)
Now we just have to prove (G1) and (G2) (this will be done below) and this will
achieve the proof of the basic result.

Proof of (G1):
This part is not written yet.
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Proof of (G2):

The proof of (G2) (i.e. of lemma 2) is the heart of the whole proof. This part is not
written yet.
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