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Abstract. In [1], W. Aiello and R. Venkatesan have shown how to con-
struct pseudorandom functions of 2n bits — 2n bits from pseudorandom
functions of n bits — n bits. They claimed that their construction, called
“Benes” reaches the optimal bound (m < 2") of security against adver-
saries with unlimited computing power but limited by m queries in an
Adaptive Chosen Plaintext Attack (CPA-2). This result may have many
applications in Cryptography (cf [1,19,18] for example). However, as
pointed out in [18] a complete proof of this result is not given in [1] since
one of the assertions in [1] is wrong. It is not easy to fix the proof and
in [18], only a weaker result was proved, i.e. that in the Benes Schemes
we have security when m < f(e) - 2"~ ¢, where f is a function such that
lime—.o f(€) = 400 (f depends only of €, not of n). Nevertheless, no at-
tack better than in O(2") was found. In this paper we will in fact present
a complete proof of security when m < O(2") for the Benes Scheme, with
an explicit O function. Therefore it is possible to improve all the security
bounds on the cryptographic constructions based on Benes (such as in
[19]) by using our O(2") instead of f(e) - 2"~ of [18].

Key words: Pseudorandom function, unconditional security, information-theoretic
primitive, design of keyed hash functions, security above the birthday bound.

1 Introduction

In this paper we will study again the “Benes” Schemes of [1] and [18]. (The
definition of the “Benes” Schemes will be given in Section 2). More precisely,
the aim of this paper is to present a complete proof of security for the Benes
schemes when m < O(2"™) where m denotes the number of queries in an Adaptive
Chosen Plaintext Attack (CPA-2) with an explicit O function. With this security
result we will obtain a proof for the result claimed in [1] and this will also solve
an open problem of [18], since in [18] only a weaker result was proved (security
when m < f(e) - 2"~ ¢ where f is a function such that lim._.o f(¢) = +00). It is
important to get precise security results for these schemes, since they may have
many applications in Cryptography, for example in order to design keyed hash
functions (cf [1]) or in order to design Information-theoretic schemes (cf [18]).



Here we will prove security “above the birthday bound”, i.e. here we will prove
security when m < 2" instead of the “birthday bound” m < /2" where m
denotes the number of queries in an Adaptive Chosen Plaintext Attack (CPA-
2). V2" is called the ‘birthday bound’ since when m < \/277 if we have m
random strings of n bits, the probability that two strings are equal is negligible.
2™ is sometimes called the ‘Information bound’ since security when m < 2" is
the best possible security against an adversary that can have access to infinite
computing power. In fact, in [18], it is shown that Benes schemes can be broken
with m = O(2") and with O(2") computations. Therefore security when m <
O(2™) is really the best security result that we can have with Benes schemes.

In [2], Bellare, Goldreich and Krawczyk present a similar construction that
provides length-doubling for the input. However their construction is secure
only against random queries and not against adaptively chosen queries. Benes
schemes, in contrast, produce pseudorandom functions secure against adaptively
chosen queries.

It is interesting to notice that there are many similarities between this prob-
lem and the security of Feistel schemes built with random round functions (also
called Luby-Rackoff constructions), or the security of the Xor of two random
permutations (in order to build a pseudorandom function from two pseudoran-
dom permutations). The security of random Feistel schemes above the birthday
bound has been studied for example in [13], [15], [17], and the security of the
Xor of two random permutations above the birthday bound has been studied
for example in [3], [8]. However the analysis of the security of the Benes schemes
requires a specific analysis and the proof strategy used for Benes schemes is
significantly different than for Feistel or the Xor of random permutations. In
fact, our proof of security for Benes schemes in m < O(2") is more simple than
the proofs of security in m < O(2") for Feistel schemes or the Xor of random
permutations, since we will be able, as we will see, to use a special property of
Benes schemes.

2 Notation

We will use the same notation as in [18].

o I, = {0,1}™ is the set of the 2" binary strings of length n.

e F, is the set of all functions f : I,, — I,,. Thus |F,| = 22",

e For a, b € I,,, a ® b stands for bit by bit exclusive or of a and b.

e For a, b € I,,, a||b stands for the concatenation of a and b.

e For a,b € I,,, we also denote by [a, b] the concatenation a||b of a and b.

e Given four functions from n bits to n bits, f1,..., fi, we use them to define the
Butterfly transformation (see [1]) from 2n bits to 2n bits. On input [L;, R;],
the output is given by [X;,Y;], with:

Xi = fi(L;) @ f2(R;) and Y; = f3(L;) © fa(R;).
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Fig. 1. Butterfly transformation

e Given eight functions from n bits to n bits, fi,..., fs, we use them to define the
Benes transformation (see [1]) (back-to-back Butterfly) as the composition of
two Butterfly transformations. On input [L;, R;], the output is given by [S;, T3],
with:

Si = fs(f1(Li) ® f2(Ri)) @ fo(f3(Li) © fa(Ri)) = f5(Xi) @ fe (Vi)
T = fr(f1(Li) @ fa(R:)) @ fs(f3(Li) © fa(Ri)) = f7(Xi) @ fs(Yi).

L; R;
f3 fo
fi fa
Y Y
©® @
f7 fe
fs IE
Y Y
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Fig. 2. Benes transformation (back-to-back Butterfly)

3 A problem in the Proof of [1]

As showed in [18], there is a problem in the security proof of [1]. Let us recall
what the problem is.

Definition 1 We will say that we have “a circle in X,Y of length k” if we
have k pairwise distinct indices such that X;, = X,,, Yi, = Yi,, Xi, = X4y, -,
Xi,_, =X, Y, =Y. We will say that we have “a circle in X,Y ” if there is
an even integer k, k > 2, such that we have a circle in X, Y of length k.

Let [Ly1, Ry], [L2, Ra], [L3, R3] and [L4, R4] be four chosen inputs such that L; =
Lz, R2 = R3, L3 = L4 and R4 = R1 (and R1 7é R2 and L1 75 Lg). (Here we will
say that we have “a circle in L, R” of length 4). Let p be the probability for these
inputs to produce “a circle in X,Y” (or, in the language of [1], an “alternating
cycle”) after a Butterfly. In [1], page 318, it is claimed that “the probability that
the top Butterfly produces an alternating cycle of length 25 is < 272/, So here
this means p < T% However we will see that p > 2% We have:



X1 = fi(L1) @ fo(R1) Y1 = f3(L1) ® fa(Ra)

Xo = fi(L2) ® f2(R2) = fi(L1) ® f2(R2) Y2 = f3(L2) @ fa(Ra) = f3(L1) ® fa(R2)
X3 = fi(L3) @ f2(R3) = f1(L3) @ fo(Ra) Y3z = f3(L3) @ fa(R3) = f3(L3) © fa(R2)
Xy = f1i(La) @ fo(Ra) = f1(L3) @ fo(R1) Ya= f3(L4) @ fa(Ra) = f3(L3) © fa(Ra)

First possible circle in X, Y We will get the circle X; = X5, Y5 = Y3,
X5 =X4and Yy =Y, if and only if fo(R1) = f2(R2) and f3(L1) = f3(L3) and
the probability for this is exactly 2% (since Ry # Ro and Ly # Ls).
Conclusion The probability p to have a circle in X, Y of length 4 (i.e. the
probability that the top Butterfly produces an alternating cycle of length 4 in
the language of [1]) is > 53+, so it is not < i+ as claimed in [1].

As we will see in this paper, this problem is not easily solved: a precise analysis
will be needed in order to prove the security result m < 2.

4 “Lines” and “Circles” in X,Y

“Circles” in X,Y have been defined in Section 3. Similarly, (as in [18] p.104) we
can define “Lines” in X, Y like this:

Definition 2 If k is odd, we will say that we have “a line in X,Y of length
k if we have k + 1 pairwise distinct indices such that X;, = X;,, V;, = Y,
Xiy = Xiyy oo, Yy, = Y5, Xy = Xy, - Similarly, if k is even, we will say
that we have “a line in X, Y of length k7 if we have k+1 pairwise distinct indices
such that Xil = Xi2, Y; = }23, Xig = Xi4, cey Xik71 = Xik, i — YikJrl. So in
a line in X, Y we have k + 1 indices, and k equations, in X or in'Y, and these
equations can be written “in a line” from the indices.

Remark: with this definition, a “line in X,Y” always starts with a first equation
in X. This will not be a limitation in our proofs. Of course we could also have
defined lines in X, Y by accepting the first equation to be in X or in Y and then
to alternate X and Y equations.

To get our security results, as for [1] and [18], we will start from this theorem:

Theorem 1 The probability to distinguish Benes schemes, when fi,..., fs are
randomly chosen in Fy,, from random functions of 2n bits — 2n bits in CPA-2
18 always less than or equal to p, where p is the probability to have a circle in
X, Y.

Proof of theorem 1
A proof of Theorem 1 can be found in [1] written in the language of “alternating
cycles”, or in [18] p.97, written with exactly these notations of “circles”. In fact,
this result can easily be proved like this:
With Benes, we have:

Vi, 1<t <m, Benes(fl, .. ,fg)[Lz,Rl] = [SzaTz] <~
{51' = f5(Xi) & fo(Y3) (1)
T; = f2(Xs) © fs(Y3)



[ Xi = f(L)® fa(Ry)
with {)/z — f31(Li) D f42(R’L)

When there are no circles in X, Y in each equation (1), we have a new variable
f5(Xi) or fe(Yi), and a new variable f7(X;) or f3(Y;), so if fs, fs, fr, fs are
random functions, the outputs S; and T; are perfectly random and independent
from the previous S, T}, @ < j.

In this paper we will now evaluate p in a new way, in order to get stronger
security result. For this we will introduce and study the properties of “first
dependency lines”.

5 First dependencies

Definition 3 A line in X,Y of length k will be called a “first dependency” line
when all the equations in X,Y except the last one are independent and when the
last one (i.e. the equation number k) is a consequence of the previous equations
n X,Y.

Example: If L1 = L3, L2 = L4, R1 = RQ, R3 = R4, then (Xl = XQ), (Y2 = Yg),
(X5 = X4) is a “first dependency line”, since (X; = X5) and (Y> = Y3) are
independent, but (X3 = X4) is a consequence of (X; = X»).

Definition 4 A circle in X,Y will be called a “ circle with one dependency”
when all the equations in the circle, except one are independent from the others,
and when exactly one is a consequence of the others equations in X,Y .

The key argument in our proof will be this (new) Theorem:

Theorem 2 When fi, fo, f3, f4 are randomly chosen in F,, the probability gy
k—1

m
to have a “first dependency line” in X,Y of length k satisfies qr < k5m
Remark. Some possible improvements of this Theorem 2 (with a better coeffi-
cient than k°) will be given in Section 7. However this version with a coefficient
k® will be enough for us, in order to get a security for Benes in O(2") as we will
see in Section 6.

Proof of theorem 2
a) Rough Evaluation

Since we have (k — 1) independent equations in X or Y, when all the indices
are fixed the probability to have all these equations is ﬁ Now, in order to
choose the k + 1 indices of the messages, we have less than m**! possibilities.
Therefore, g < % Moreover, the last equation (in X or Y) is a consequence
of the previous equations in X,Y. However, a dependency in these equations
implies the existence of a circle in L, R on a subset of the indices involved in the



dependency. [The proof is exactly the same as for Theorem 1 except that here
we use L, R instead of X,Y and X,Y instead of S, T].

Now if we have a circle in L, R of length a, « even, we know that § of the

messages in the circle come from the other § messages.

Fig. 3. Example of circle in L, R

For example, if Ly = Lo, Ry = R3, L3 = L4, R4 = Rs, L5 = Lg, Rg = Ry,
we have a circle in L, R of length 6, and if we know the messages 1, 3, 5, then
we know (Ll, Rl), (Lg, Rg), (L5, R5), and we can deduce (LQ, RQ), (L4, R4) and
(L@, R6)7 since (LQ,RQ) = (Ll, Rg), (L4, R4) = (Lg, R5) and (LG,Rﬁ) = (L5,R1).
In a circle in L, R of length o, we must have oo > 4, since a = 2 gives L; = L;
and R; = R;, and therefore ¢ = j. Therefore, if there is a circle in L, R we will
be able to find § messages, § > 2, from the other messages of the circle. So,
in order to choose k + 1 indices of the messages in a first dependency line, we
will have O(m*~1) possibilities (instead of m**1 possibilities since at least 2

messages will be fixed from the others), and therefore ¢* < %. We will
now evaluate the term O(m(*~1)) more precisely.

b) More precise evaluation

From a first dependency line in X,Y we have just seen that at least two
messages of the line, let say messages [L,, R,] and [Ly, Rp] are such that L, = L;,
R, = R;, Ly = R, Ry = R; with 4,5, k,1 ¢ {a,b}. Moreover, we can choose b
to be the last message of the line (since between the two last messages we have
a dependency in X or in Y from the other equations in X and Y). Now for
a we have less than k possibilities, and for i, j, k,I we have less than (k — 1)4
possibilities. Therefore, for the choice of the k 4+ 1 messages of the line we have



= [

Fig. 4. An example of line in X, Y

less than k(k — 1)*mF~1 possibilities, which is less than k°mF~!. Therefore,
k. < ksﬁ%};ﬂ as claimed.

Remark. We can not always choose a and b to be the last two messages,
because it is possible that we have an equality in L, or in R, between these two

last messages. However, we can always choose b to be the last message, as we
did here.

Theorem 3 When f1, fa, f3, f1 are randomly chosen in F,, the probability
qr to have a “first dependency line” in X,Y of length k, or a “circle with one

k
dependency” of length k — 1 (k odd) satisfies: qp < k° n

ok—1)n "

Proof of theorem 3

This is just a simple extension of Theorem 2. A circle of length & — 1 with one
dependency can be seen as a special line of length & with the first index equal to
the index number k, and the proof given for Theorem 2 extended to the classical
lines in X, Y and to these special lines gives immediately Theorem 3.

6 Security of the Benes schemes

Theorem 4 When f1, f2, f3, fa are randomly chosen in F,, the probability p

to have a circle in XY satisfies, if m < %

m? 1 m2 X kP
p= Tn(l —)+ QTn(Z 72(;@_3))
227 k=3
—+o0 3 3 5 5
k° s  4° 5 6 )
and ;3 53 = 3% + 5 + 52 + >3 + ... converges to afinite value.

Therefore, when m < 2™, p ~ 0, as wanted.

Proof of theorem 4
For each circle in X,Y of length k, k even, we have three possibilities:
a) Either all the k equations in X,Y are independent. Then the probability

. . k
to have a circle is less than or equal to 3.



b) Or there exists a first dependency line of length strictly less than & in the
equations in X, Y of the circle.

¢) Or the circle is a circle with exactly one dependency.

Now from Theorems 2 and 3, we get immediately:

—+oo _
2 4 m6 m8 k5 mk 1

m m
p= (Q?n+ 24n +2ﬁ+ 28n +) +Z 2(k=1)n
k=3

Therefore, if m < 27”,

2 +oo k5

527 (X 5579
922n Pt 2(k 3)

as claimed (since 22’,?%; < 2“%3)) Therefore, from Theorem 1, we see that we
have proved the security of Benes when m < O(2") against all CPA-2, with an
explicit O function, as wanted.

7 Improving the k® coefficient

By working a little more it is possible, as we will see now, to improve the k®
coefficient in Theorem 2. First, we will see that it is possible to choose k* instead
of k°.

Theorem 5 When f1, fa, f3, fa are randomly chosen in F,, the probability qy
k—1

to have a “first dependency line” in X,Y of length k satisfies q < k42:r]:f1)n,

Fig. 5. Tllustration of the proof in k* instead of k°.

Proof of theorem 5
We will still denote by a and b the indices of the last equations (in X or in Y
and dependent from the other equations). We can proceed like this:
a) We choose 4 indices «, 3, v, 6 ¢ {b} in the line X, Y. We have here less
than k* possibilities to choose «, 3, v, 6.



b) We choose all the & — 1 messages of indices ¢ {a,b} in the line of length
k. We have here less than m”*~! possibilities.

¢) The messages of indices § and b will be fixed from the previous values
from these equations: Rg = R, Lg = Ly, Ry = Ry, Ly, = Ls.

Therefore we have less than k* m*~! possibilities for the choice of the &k + 1
k-1
m
messages in the first dependency line, so g < k42(’“T)” as claimed.
As we will see now, we can get further improvements on the coefficient k% by
looking at the type of circle in L, R that contains a and b.

Theorem 6 With the same notation as in Theorem 5, we have: q; < ﬁ (Bkmk_1+
KOmb=2).

Proof of theorem 6

We know that the last equation of the line (X, = X; or Y, = Y}) is a conse-
quence of the previous equations in X or Y. We also know that such a conse-
quence is only possible if there is a circle in L, R that includes the two last points
a and b. In a circle in L, R of length a, « even, we have seen that o > 4 and
that § points can be fixed from the others. We will consider two cases: o = 4
and « > 6.

Case 1: a = 4. In this case, the circle in L, R is between a, b and two other
points ¢, d such that the equation (in X or Y) in a, b is a consequence of the
equation in ¢, d (in X or Y'). Therefore, for {c,d} we have at most g possibilities
(cf figure 6). Now when {a,b,c,d} are fixed, for the circle in L, R we have at
most 3 x 2 possibilities (R, = Ry, R.or R4y and when this equation in R is fixed,
we have two possibilities for the equation in L). Therefore, we have at most
g x 3 x 2 x mF~1 possibilities for a first dependency line in X, Y in this case 1.

Fig. 6. Example of dependency generated by a circle of length 4 in L, R



Case 2: a > 6. In this case, at least 2 indices can be fixed from the others, and
by using exactly the same arguments as in the proof of Theorem 5 above, with
two more points, we see immediately that we have at most k¢ -m”*~2 possibilities
for a first dependency line in X,Y in this case 2. By combining case 1 and case
2, we get immediately Theorem 6.

Theorem 7 With the same notation as in Theorem 5, we have:

1
Gk < oy, (3kmFTh 4+ B0KTm T2 4 k)

Proof of theorem 7

The proof is exactly the same as above: the term in 3km*~! comes from circles
in L, R of length 4, the term in 30k?m*~2 (i.e. 5!% . g -m*~2) comes from circles
in L, R of length 6, and the term in £8m*~3 from circles in L, R of length greater
than or equal to 8.

Theorem 8 With the same notation as in Theorem 5, we have: for all integer
I8

1 k k k
@ < ST (3km’f-1 o+ 5(5)mE 2 4 TSm0 )

k
+(2p + 1)!(5)“mk7“ + k2“+4mk7"71)
Alternatively, we also have:

1 i ku hen
@ < g (@ + DGy mE )

p=1

Proof of theorem 8

The proof is exactly the same as above. The term (24 + 1)!(£)*mF=# comes
from the circles in L, R of length 2u + 2, and the term k***+4m*=#=1 from the
circles in L, R of length greater than or equal to 2u+4, such that these circles in
L, R generate the dependency X, = X (or Y, =Y}) from the previous equations
in X,Y.

Application to the Benes schemes

We can immediately apply these results to the Benes schemes, by using these im-
proved results instead of Theorem 2. For example, from Theorem 6 and Theorem
1 we get:

Theorem 9 The probability p to distinguish Benes schemes from truly random
functions of Fy, satisfies:
2 too k=1 £ 16, k-2
m 1 3km k°m
3 () D Son -
22n m 2(k=1)n 2(k=1)n
227 k=3 k=5

1—



and therefore if m < % we get:

m?2 1 m? IX 3k m3 IX k6
JURS 2%( _ 2@%) + 227(;23 2(k—3)) + 247”(1;5 2(k—5)) (2)

In (2), we have again obtained a proof of security for the Benes schemes
against all CPA-2 when m < O(2"). Moreover the O function obtained here is
slightly better compared with the O function obtained with Theorem 4.

8 Modified Benes, i.e. Benes with f; = f3 = Id

If we take fo = fs = Id in the Benes schemes, we obtain a scheme called
“Modified Benes” (see [1,?]). Then we have: X; = f1(L;) @ R;, Y; = L; ® fa(R;)
and the output [S;, T;] is such that S; = f5(X,;)® f6(Y:) and T; = f7(X;) @ fs(Y3).
It is conjectured that the security for Modified Benes is also in O(2") but so far
we just have a proof of security in O(2"~°) for all € > 0 (see [18]). It is interesting
to notice that the proof technique used in this paper for the regular Benes cannot
be used for the Modified Benes, since, as we will see in the example below, for
Modified Benes, unlike for regular Benes, the first ‘dependent’ equation can
fix only one index instead of two. Example: If we have L; = L3, Ly = Ly,
Rl ) R2 D R3 D R4 = 0, then we will get the ‘line’, X1 = XQ, Yg = Yg, X3 = X4
from only two independent equations in f, (X; = Xo and Y2 = Y3), and the first
‘dependent’ equation, here X3 = Xy, fixes only the index 4 from the previous
indices (since Ly = Ly and Ry = Ry ® Ry ® Rs3). Therefore, a proof of security
in O(2") for the Modified Benes will be different, and probably more complex
than our proof of security on O(2") for the regular Benes.

9 Conclusion

W. Aiello and R. Venkatesan did a wonderful work by pointing out the great
potentialities of the Benes schemes and by giving some very important parts of
a possible proof. Unfortunately the complete proof of security when m < 2™ for
CPA-2 is more complex than what they published in [1] due to some possible
attacks in L,R. However, in this paper we have been able to solve this open
problem by improving the analysis and the results of [18]. The key point in our
improved proof was to analyse more precisely what happens just after the first
‘dependent’ equations in X,Y (with the notation of Section 3), and to use the
fact that in this case two ‘indices’ are fixed from the others. Therefore we have
obtained the optimal security bound (in O(2")) with an explicit O function. This
automatically improves the proved security of many schemes based on Benes,
for example the schemes of [19].
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