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Abstract

We study adaptive chosen plaintext attacks (CPA) and adaptive chosen plaintext and chosen ciphertext
attacks (CPCA) on random Feistel schemes.We denote by m the number of plaintext/ciphertext pairs, and
by k the number of rounds.In their famous paper [2], M. Luby and C. Rackoff have completely solved the
cases m ¿ 2n/2: the schemes are secure against all CPA attacks when k ≥ 3 and against all CPCA attacks
when k ≥ 4.
In this paper we study the cases m ¿ 2n−ε.We will show that in this case, ∀ε > 0, the schemes are secure
against all CPCA attacks when k ≥ 5. This solves an open problem of [1], [8], and it improves the result of
[8] where 2n(1−ε) security was proved for CPCA after 10 rounds (instead of 5 here). The number 5 of rounds
is minimal since CPA attacks on 4 rounds are known when m ≥ o(2n/2) (see [1], [6]). Furthermore we have
obtained an explicit and simple majoration for the distinguishing probability. Moreover for known plaintext
attacks on 4 rounds, or for CPCA on 6 rounds, we also show that we have security when m ¿ 2n

n
(instead of

2n−ε).

1 Introduction

A “Luby - Rackoff construction with k rounds”, which is also known as a “random Feistel cipher” is a Feistel
cipher in which the round functions f1, . . . , fk are independently chosen as truly random functions (see section 2
for precise definitions).
Since the famous original paper [2] of M. Luby and C. Rackoff, these constructions have inspired a considerable
amount of research. In [5] and [8] a summary of existing works on this topic is given.
We will denote by k the number of rounds and by n the integer such that the Feistel cipher is a permutation of 2n
bits → 2n bits. In [2] it was proved that when k ≥ 3 these Feistel ciphers are secure against all adaptative chosen
plaintext attacks (CPA) when the number of queries (i.e. plaintext/ciphertext pairs obtained) is m ¿ 2n/2.
Moreover when k ≥ 4 they are secure against all adaptative chosen plaintext and chosen ciphertext attacks
(CPCA) when the number of queries is m ¿ 2n/2.
These results are valid if the adversary has unbounded computing power as long as he does only m queries.
These results can be applied in two different ways: directly using k truly random functions f1, . . . , fk (that
requires significant storage), or in a hybrid setting, in which instead of using k truly random functions f1, . . . , fk,
we use k pseudo-random functions. These two ways are both interesting for cryptography. The first way gives
“locally random permutations” where we have proofs of security without any unproven hypothesis (but a lot of
storage), and the second way gives constructions for block encryption schemes where the security can be relied
on a pseudo-random number generator, or on any one-way function.
In this paper, we will study security when m ¿ 2n−ε where ε is any real number > 0 (instead of m ¿ 2n/2).
For this we must have k ≥ 5, since for k ≤ 4 some CPA attacks when m ≥ o(2n/2) exist (see [1], [6]). Moreover
the bound m ¿ 2n is the larger bound that we can get, since an adversary with unlimited computing power
can always distinguish a k-round random Feistel scheme from a random permutation with o(k · 2n) queries and
o(2kn2n

) computations by simply guessing all the round functions (it is also possible to do less computing by
using collisions, see [7]).
The bound m ¿ 2n/2 is called the ‘birthday bound’, i.e. it is about the square root of the optimal bound against
an adversary with unbounded computing power. In [1] W. Aiello and R. Venkatesan have found a construction
of locally random functions (‘Benes’) where the optimal bound (m ¿ 2n) is obtained instead of the birthday
bound. However here the functions are not permutations. Similarly, in [3], U. Maurer has found some other
construction of locally random functions (not permutations) where he can get as close as wanted to the optimal
bound (i.e. m ¿ 2n(1−ε) and for all ε > 0 we have a construction). In [5] the security of unbalanced Feistel
schemes is studied. A security proof in 2n(1−ε) is obtained, instead of 2n/2, but for much larger round functions
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(from 2n bits to ε bits, instead of n bits to n bits). This bound is basically again the birthday bound for these
functions.
The main result of this paper will be that 5-round random Feistel schemes resist all CPCA attacks when m ¿ 2n.
Here we have the optimal bound, and we have permutations. This solves an open problem of [1], [6]. It also
improves the results of [4] in which the 2n security is only obtained when the number of rounds tends to infinity,
and the result of [8] where 2n(1−ε) security was proved for CPCA after 10 rounds (instead of 2n security after 5
rounds here) and for CPA after 7 rounds (instead of 5 here). Moreover we will obtain in this paper an explicit
and simple majoration for the distinguishing probability: the probability to distinguish a 5-round random Feistel
scheme from a random permutation of 2n bits → 2n bits with a CPCA attack is

|P1 − P ∗∗1 | ≤ m

22n
+

16m3

23n

1
1− 4m

2n

.

So when m ¿ 2n this probability is negligible (to be compared with |P1 − P ∗1 | ≤ m2

2n of Luby and Rackoff where
m must be ¿ 2n/2 in order to have m2/2n negligible).

2 Notations

These notations are very similar to those of [4], [8] (we just introduce some specific notations for the internal
values of 5-round Feistel schemes).

General notations

• In = {0, 1}n denotes the set of the 2n binary strings of length n. |In| = 2n.

• The set of all functions from In to In is Fn. Thus |Fn| = 2n·2n

.

• The set of all permutations from In to In is Bn. Thus Bn ⊂ Fn, and |Bn| = (2n)!

• For any f, g ∈ Fn, f ◦ g denotes the usual composition of functions.

• For any a, b ∈ In, [a, b] will be the string of length 2n of I2n which is the concatenation of a and b.

• For a, b ∈ In, a⊕ b stands for bit by bit exclusive or of a and b.

• Let f1 be a function of Fn. Let L, R, S and T be four n-bit strings in In. Then by definition

Ψ(f1)[L,R] = [S, T ] def⇔
{

S = R
T = L⊕ f1(R)

• Let f1, f2, . . . , fk be k functions of Fn. Then by definition:
Ψk(f1, . . . , fk) = Ψ(fk) ◦ · · · ◦Ψ(f2) ◦Ψ(f1).

The permutation Ψk(f1, . . . , fk) is called a ‘Feistel scheme with k rounds’ or shortly Ψk. When f1, . . . , fk are
randomly and independently chosen in Fn, then Ψk(f1, . . . , fk) is called a ‘random Feistel scheme with k rounds’
or a ‘Luby-Rackoff construction with k rounds’.

Notations for 5 rounds

• We will denote by [Li, Ri], 1 ≤ i ≤ m, the m cleartexts. These cleartexts can be assumed to be pairwise
distinct, i.e. i 6= j ⇒ Li 6= Lj or Ri 6= Rj .

• We call “index” any integer between 1 and m.

• [Ri, Xi] is the output after one round, i.e.

∀i, 1 ≤ i ≤ m,Xi = Li ⊕ f1(Ri).

• [Xi, Yi] is the output after two rounds, i.e.

∀i, 1 ≤ i ≤ m, Yi = Ri ⊕ f2(Xi) = Ri ⊕ f2(Li ⊕ f1(Ri)).

• [Yi, Zi] is the output after three rounds, i.e.

∀i, 1 ≤ i ≤ m,Zi = Xi ⊕ f3(Yi) = Li ⊕ f1(Ri)⊕ f3(Yi)).

• [Zi, Si] is the output after four rounds, i.e.

∀i, 1 ≤ i ≤ m,Si = Yi ⊕ f4(Zi).

• [Si, Ti] is the output after five rounds, i.e.

∀i, 1 ≤ i ≤ m,Ti = Zi ⊕ f5(Si).
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3 The proof strategy

Definition We will say that we have ‘a circle in X, Y , Z’ if there are k indices i1, . . . , ik with k ≥ 3 and such
that:

1. ik = i1 and i1 6= i2, . . . , ik−1 6= ik.

2. ∀λ, 1 ≤ λ ≤ k − 2 we have one of the three following conditions:

• Xiλ
= Xiλ+1 and (Yiλ+1 = Yiλ+2 or Ziλ+1 = Ziλ+2)

• Yiλ
= Yiλ+1 and (Xiλ+1 = Xiλ+2 or Ziλ+1 = Ziλ+2)

• Ziλ
= Ziλ+1 and (Xiλ+1 = Xiλ+2 or Yiλ+1 = Yiλ+2)

Example If X1 = X2 and Y1 = Y2, then we have a circle in X, Y , Z. If X1 = X2, Y2 = Y3, Z3 = Z1 and then
we have a circle in X, Y , Z.

We will prove the following theorems.

Theorem 3.1 For all [Li, Ri], 1 ≤ i ≤ m (such that i 6= j ⇒ Li 6= Lj or Ri 6= Rj), the number of (f1, f2, f3)
such that we have a circle in X, Y , Z with at least one equation Zi = Zj is less than

|Fn|3 · 2m2

22n
· 1
1− 4m

2n

.

Remark 1 This shows that when m ¿ 2n and when f1, f2, f3 are randomly chosen, the probability to have a
circle in X, Y , Z is negligible.

Remark 2 In appendix B we will show that the condition ‘with at least one equation Zi = Zj ’ is important:
sometime we cannot avoid some circles in X, Y .

Theorem 3.2 Let assume that we have two black boxes A and B.
Black box A computes all the Xi, Yi, Zi values (from the [Li, Ri], 1 ≤ i ≤ m and from three functions f1, f2, f3)
and it outputs:

1. all the (i, Zi) values, 1 ≤ i ≤ m.

2. for all i, j, i < j such that Zi = Zj, it outputs (i, j, Yi ⊕ Yj).

Black box B computes also all the Xi, Yi, Zi values (from the same [Li, Ri] and f1, f2, f3) and it outputs:

1. all the (i, Zi) values, 1 ≤ i ≤ m.

2. for all i, j, i < j such that Zi = Zj, it randomly generates a value λk in In − {0} and it outputs (i, j, λk).

Then for all [Li, Ri], 1 ≤ i ≤ m (such that i 6= j ⇒ Li 6= Lj or Ri 6= Rj), when (f1, f2, f3) are randomly chosen
in Fn, the probability to distinguish black box A from black box B is less than the probability to have a circle in
X, Y , Z when (f1, f2, f3) are randomly chosen in Fn.

Remark 1 Here all the [Li, Ri] values are always public. This theorem 3.2 shows that when Zi = Zj , then the
Yi ⊕ Yj values are not distinguishable from truly random values of In − {0}, even if all the Zi are given.

Remark 2 However we do not say that the Zi values are not distinguishable from random values. We do not
say either that the (i, j) such that Zi = Zj do not have some special relations. This theorem is only on the
Yi ⊕ Yj values and only when Zi = Zj .

Theorem 3.3 Let assume that we have two black boxes C and D.
Black box C computes all the Xi, Yi, Zi, Si values and it outputs:

1. all the (i, Si) values, 1 ≤ i ≤ m.

2. for all i, j, i < j such that Si = Sj, it outputs (i, j, Zi ⊕ Zj).

Black box D computes also all the Xi, Yi, Zi, Si values and it outputs:

1. all the (i, Si) values, 1 ≤ i ≤ m.

2. for all i, j, i < j such that Si = Sj, it randomly generates a value λk in In − {0} and it outputs (i, j, λk).

Then for all [Li, Ri], 1 ≤ i ≤ m (such that i 6= j ⇒ Li 6= Lj or Ri 6= Rj), when (f1, f2, f3, f4) are randomly
chosen in Fn, the probability to distinguish black box C from black box D is less than the probability to have a
circle in X, Y , Z when (f1, f2, f3) are randomly chosen in Fn.
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Remark This theorem 3.3 is exactly the same as theorem 3.2 but for one more round. From theorem 3.2 and

theorem 3.3 we will prove:

Theorem 3.4 For all [Li, Ri], 1 ≤ i ≤ m (such that i 6= j ⇒ Li 6= Lj or Ri 6= Rj), when (f1, f2, f3, f4, f5)
are randomly chosen in Fn, the probability to distinguish the m values obtained in a CPCA attack from values
randomly chosen in I2n, such that i 6= j ⇒ (Li 6= Lj or Ri 6= Rj) and (Si 6= Sj or Ti 6= Tj), is less than 2 times
the probability to have a circle in X, Y , Z when (f1, f2, f3) are randomly chosen in Fn.
So, from theorem 3.1, this probability is less than

m2

22n
+

16m3

23n
· 1
1− 4m

2n

so when m ¿ o(2n) this probability is negligible.

4 Lines of equalities in X

In order to prove theorem 3.1, we will first study some systems of equalities Xi = Xj , i 6= j.

Theorem 4.1 For all integer θ ≥ 1, and for all pairwise distinct [Li, Ri], 1 ≤ i ≤ m, when f1 is randomly
chosen in Fn, the probability P to have θ + 1 indices i1 < i2 < . . . < iθ+1 such that Xi1 = Xi2 = . . . = Xiθ+1

satisfies

P ≤ mθ+1

(θ + 1)!2nθ
.

Proof Xi = Xj ⇔ Li ⊕ f1(Ri) = Lj ⊕ f1(Rj). If i 6= j, this implies Ri 6= Rj (because Ri = Rj and Li = Lj

⇒ i = j). So when i and j are fixed the number of functions f1 that satisfy Xi = Xj is 0 if Ri = Rj , and |Fn|
2n if

Ri 6= Rj . So this number is always less than |Fn|
2n . Now for (i, j), i < j, we have m(m−1)

2 possibilities. Similarly,
when i1, i2, . . . , iθ+1 are fixed, Xi1 = Xi2 = . . . = Xiθ+1 ⇒ Ri1 , Ri2 , . . . , Riθ+1 have θ +1 pairwise distinct values.
So the number of functions f1 that satisfy Xi1 = Xi2 = . . . = Xiθ+1 is less than |Fn|

2nθ . Since we have at most
mθ+1

(θ+1)! possibilities for (i1, . . . , iθ), we see that we have at most mθ+1

(θ+1)!2nθ |Fn| functions f1 such that there exist
i1 < i2 < . . . < iθ+1 such that Xi1 = Xi2 = . . . = Xiθ+1 .

Application We will fix such an integer θ (θ will be near n, or log(m), at the end of this paper). So we can
assume, with probability ≥ 1− mθ+1

(θ+1)!2nθ , that when i is fixed, the number of indices j j 6= i such that Xi = Xj ,
is always ≤ θ. When f1 has this property we will say that f1 has ‘property X’.

5 Comparing the proof strategies of [8] and of this paper

The proof strategy of [8], to prove that Ψ10 resist all CPCA attacks when m ¿ o(2n−ε), ∀ε > 0, consists mainly
of:

1. showing that for all pairwise distinct [Li, Ri], 1 ≤ i ≤ m, for all pairwise distinct [Si, Ti], 1 ≤ i ≤ m, and for
all integer θ ≥ 1, the number H of f1, . . . , f10 ∈ Fn such that∀i, 1 ≤ i ≤ m, Ψ10(f1, . . . , f10)[Li, Ri] = [Si, Ti]
satisfies

H ≥ |Fn|10
22nm

(
1− o

( m

2n

)
− o

(
mθ+1

2nθ

))

(cf theorem 9.3 of [8]).

2. To obtain this, the main tool of [8] is to study systems of equations Pi ⊕ Pj = λk where the λk are fixed,
and where we look for pairwise distinct Pi solutions.

In this paper our proof strategy is different.

First, we do not show that for Ψ5 the number H of f1, . . . , f5 such that Ψ5(f1, . . . , f5)[Li, Ri] = [Si, Ti], ∀i,
1 ≤ i ≤ m, is

≥ |Fn|5
22nm

(
1− o

( m

2n

)
− o

(
mθ+1

2nθ

))

for all possible pairwise distinct [Li, Ri] and all possible pairwise distinct [Si, Ti]. We will show that for all
possible pairwise distinct [Li, Ri], the probability to distinguish the [Si, Ti] values, 1 ≤ i ≤ m, from m pairwise
distinct truly random values is negligible when f1, . . . , f5 are randomly chosen. This is a less strong property,
and it will be easier to prove, and it is exactly the property that we need to avoid the cryptographic attacks, as
we show in this paper.
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Second, we completely avoid the difficult analysis of the systems of equations Pi ⊕ Pj = λk, where the Pi

variables must be pairwise distinct. Instead we show that the probability to distinguish the Yi⊕Yj values (where
the Yi values are the values obtained after two rounds) from random values 6= 0 is negligible if we restrict the
Yi⊕Yj given to indices (i, j) such that Zi = Zj (where the Zi values are the values obtained after three rounds).

Remark With the proof results of this paper we can obtain also another proof of theorem 9.3 of [8]. the general
idea is that we will combine two Ψ5 such that the inputs of first Ψ5 are the pairwise distinct [Li, Ri], values the
outputs of the second Ψ5 are the pairwise distinct [Si, Ti] values. Moreover for the outputs of the first Ψ5 which
are equal with the inputs of the second Ψ5, we will take any pairwise distinct [Ai, Bi] values such that from these
[Ai, Bi] values the number H1 of f1, . . . , f5 such that Ψ5(f1, . . . , f5)[Li, Ri] = [Ai, Bi], ∀i, 1 ≤ i ≤ m and the
number H2 of f6, . . . , f10 such that Ψ5(f6, . . . , f10)[Ai, Bi] = [Si, Ti], satisfy

H1 ≥ |Fn|5
22nm

·
(

1− o

(
m2

22n

))
and H2 ≥ |Fn|5

22nm
·
(

1− o

(
m2

22n

))
.

For all pairwise distinct [Li, Ri] values, and for all pairwise distinct [Si, Ti] values, most of the [Ai, Bi] values will
satisfy these properties (i.e. we have more than 22nm

(
1− o

(
m2

22n

))
possibilities for these [Ai, Bi] values), so the

number of f1, . . . , f10 such that Ψ10[Li, Ri] = [Si, Ti], 1 ≤ i ≤ m, is

≥ 22nm

(
1− o

(
m2

22n

))
· |Fn|5
22nm

(
1− o

(
m2

22n

))
· |Fn|5
22nm

(
1− o

(
m2

22n

))

≥ |Fn|10
22nm

(
1− o

(
m2

22n

))
.

So we can obtain theorem 9.3 of [8] from our result (moreover with a better evaluation o
(

m2

22n

)
instead of

o
(

m
2n

)− o
(

mθ+1

2nθ

)
, ∀θ, and, if wanted, we can give an explicit function for the o). However, with our result, we

need 10 rounds, as in [8], to have such a property valid for all (pairwise distinct) [Li, Ri] and (pairwise distinct)
[Si, Ti].

6 Conclusion

In this paper we have solved an open problem of [1] and [8] about the properties of 5-round random Feistel schemes:
5-round random Feistel schemes can resist all interactive chosen plaintext and chosen ciphertext attacks when
the number of queries is m ¿ 2n.
Moreover we have obtained a simple and explicit formula for the distinguishing probability (i.e. just an expression
with a o(2n) or (2n−ε) as in [8] but an explicit formula).
We have also slightly improved the known results on 4-round random Feistel schemes with an explicit formula for
the distinguishing probability against known plaintext attacks. Our proof strategy is very general and should be
also efficient in the future to study different kinds of functions or permutation generators, such as, for example,
Feistel scheme with a different group law than ⊕, or unbalanced Feistel schemes.
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A Summary of the known results on random Feistel schemes

KPA denotes known plaintext attacks. CPA denotes adaptive chosen plaintext attacks. CPCA denotes adaptive
chosen plaintext and chosen ciphertext attacks.

A.1 Unbounded adversaries limited by m oracle queries

Ψ Ψ2 Ψ3 Ψ4 Ψk, k ≥ 5
KPA 1 o(2n/2) o(2n/2) o(2n) o(2n)
CPA 1 2 o(2n/2) o(2n/2) o(2n)

CPCA 1 2 3 o(2n/2) o(2n)

Figure 1: The minimum number m of queries needed to distinguish Ψi from a random permutation of B2n.

A.2 Adversaries bounded by λ computations (and also less than λ queries)

Ψ Ψ2 Ψ3 Ψ4 Ψ5 Ψk, k ≥ 6
KPA o(1) o(2n/2) o(2n/2) o(2n) ≥ o(2n) and ≤ o(27n/4) ≥ o(2n) and ≤ o(22n)
CPA o(1) o(1) o(2n/2) o(2n/2) ≥ o(2n) and ≤ o(23n/2) ≥ o(2n) and ≤ o(22n)

CPCA o(1) o(1) o(1) o(2n/2) ≥ o(2n) and ≤ o(23n/2) ≥ o(2n) and ≤ o(22n)

Figure 2: The minimum number λ of computations needed to distinguish Ψi from a random permutation of B2n.

B A circle in X, Y that cannot be avoided

In this appendix B we will show that for some [Li, Ri], 1 ≤ i ≤ m (such that i 6= j ⇒ Li 6= Lj or Ri 6= Rj), when
m ¿ 2n, when f1, f2, f3 are randomly chosen in Fn, we will have with a very high probability some 4 pairwise
distinct indices i, j, k, l such that:

(Xi = Xj) and (Xk = Xl) and (Yi = Yk) and (Yj = Yl).

(This shows that in theorem 3.1 the condition ‘with at least one equation Zi = Zj ’ is important: we cannot avoid
some circle in X, Y for some [Li, Ri] values).
Here we want to evaluate the number of (f1, f2) such that





Li ⊕ f1(Ri) = Lj ⊕ f1(Rj)
Lk ⊕ f1(Rk) = Ll ⊕ f1(Rl)
Ri ⊕ f2(Xi) = Rk ⊕ f2(Xk)
Ri ⊕Rj ⊕Rk ⊕Rl = 0

(∗)

(because, since Xi = Xj and Xk = Xl and Yi = Yk, Yj = Yl is equivalent with Ri ⊕Rj ⊕Rk ⊕Rl = 0).
As an example, let assume that the chosen messages [Li, Ri], are all the possible messages such that: (here α is
an integer parameter)

1. Ri = R1 or Ri = R2, where R1 and R2 are two values of In.

2. The first n− α bits of Li are 0.
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Then the number of pairwise distinct (i, j, k, l) such that (Ri = Rk) and (Rj = Rl 6= Ri) and (Li⊕Lj⊕Lk⊕Ll = 0)
is here ' m · m

2 · m
2 · 1 (since for i we have m possibilities, then for j and k we have m

2 possibilities, and for l we
have exactly one possibility: l is the index of the message such that Rl = Rj and Ll = Li⊕Lj ⊕Lk). Now when
(i, j, k, l) are fixed like this, (∗) is equivalent with:

{
Li ⊕ f1(Ri) = Lj ⊕ f1(Rj)
Ri ⊕ f2(Xi) = Rk ⊕ f2(Xk) .

So the number of (f1, f2) solution of (∗) is about |Fn|2
22n . So when m3

4 À 22n, the probability to have such (f1, f2)
solution of (∗) when (f1, f2) are randomly chosen is near 1 so with a high probability we will have a circle in
X, Y .
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